Concord University Wireless Setup for Windows Vista

Concord’s campus wireless services using the ssid name ‘cusecure’ are encrypted using wpa2 and require
authentication to use, this requires a small one-time setup on the user’s part to connect successfully.
These instructions should be sufficient to help most Windows Vista users set up their computers to use the
campus wireless services.

Getting Setup

These instructions assume you have a computer running Windows Vista with Service Pack 2 and an
installed wireless network interface card (NIC) which supports wpa2 encryption (most do).

1. Click START and select CONNECT TO.
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2. Click SET UP A CONNECTION OR NETWORK.

Disconnect or connect to another network
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Open Network and Sharing Center

[ Disconnect | | Cancel |

3. Click MANUALLY CONNECT TO A WIRELESS NETWORK then next

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

\/ y connect to a wireless network
. Choose this to connect to a hidden network or create a new wireless profile,

Set up a wireless ad hoc (computer-to-computer) network
g Set up a temporary network for sharing files or an Internet connection.

Set up a dial-up connection
Connect through a dial-up connection to the Internet.




4. Type cusecure in the NETWORK NAME box and select WPA2-Enterprise and AES and check boxes
as shown then NEXT:
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@ @ Manually connect to a wireless network
Enter information for the wireless network you want to add
Network name: Cusecure
Security type: [WPAZ-Enterprise V]
Encryption type: [AES v]
Security Key/Passphrase: ‘ Display characters

[¥] Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Next ][ Cancel ]

5. Click CHANGE CONNECTION SETTINGS.

(=l &=
u % Manually connect to a wireless network
Successfully added cusecure
< Connect to...
Open the "Connect to a network” dialog so I can connect.
= Change connection settings <

Open the connection properties so that I can change the settings.

Close




6. You should see this window, select boxes as shown then click the SECURITY tab.

cusecure Wireless Network properties [==a)

_ConnectioTW

Name: cusecure

SSID: cusecure
Network Type: Access point
Network Availability: Al users

[V] Connect automatically when this network is in range
[] Connect to a more preferred network if available
[T] Connect even if the network is not broadcasting

[T} Enable WLAN connection settings
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7. Make sure SECURITY TYPE says WPA2-Enterprise and ENCRYPTION TYPE says AES
UNCHECK the CACHE USER INFORMATION box if you do not want windows to remember your logon
credentials (recommended) then click the SETTINGS button:

cusecure Wireless Network properties @

Connection | Security

Seaurity type: (wPA2-Enterprise v

Encryption type: [AES v]

Choose a network authentication method:

[Microsoft: Protected EAP (PEAP) v] [ Setﬁngs...J-

Cache user information for subsequent connections
to this network

[ ok |[ cancl




8. Uncheck VALIDATE SERVER CERTIFICATE and other boxes so your screen looks as follows.
Then click the CONFIGURE button

Protected EAP Properties .

When connecting:

‘ [Tvalidate server certificate
\

Connect to these servers:
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Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Secured password (EAP-MSCHAP v2) '] [ Configure... ]_

["|Enable Fast Reconnect
[|Enable Quarantine checks
[ | Disconnect if server does not present cryptobinding TLV

[ ok || cancl

9. Uncheck AUTOMATICALLY USE MY WINDOWS LOGON NAME...

* EAP MSCHAP\2 Properties

When connecting:

‘ F Automatically use my Windows logon name and
password (and domain if any).

[ ok || cancel |

10. Click OK and CLOSE on all open windows until you are back to the desktop.



Connecting

1. Click START and select CONNECT TO
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2. Choose CUSECURE from the list of names then CONNECT.
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3. Click ENTER/SELECT ADDITIONAL LOG ON INFORMATION

(o @ |[=]
@ ’? Connect to a network

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this
network

* Enter/select additional log on information -

2 Connect to a different network

Cancel

4. Enter your USERID and PASSWORD, leave LOGON DOMAIN blank then click OK

 Enter Credentials 7

User name: smitha10
Password: sssececs
Logon domain:

[ ] Save this user name and password for future use

o ] [ conce |




5. You should see the following windows:
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& ' Connect to a network @ % Connectto a network
Connecting to cusecure Successfully connected to cusecure
- -
Cancel Close

If the CONNECTING TO CUSECURE screen seems to take a long time, click CANCEL, go back
and double check your settings using this tutorial, then try again.

6. All done! Thisis no need to do this setup again, just connect when needed.

Need Help?

e Call our help desk at 304-716-0054 or x5291 (Mon-Fri 8am-4pm) from in front of your computer.



